
Employees of Organizations Seeking CMMC 
Certification (OSC)

IT and Cybersecurity Professionals

Regulatory Compliance Officers

Legal and Contract Compliance Professionals

Management Professionals

Cybersecurity and Technology Consultants

Federal Employees

CMMC Assessment Team Members
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The CCP exam will verify a candidate's knowledge of the Cybersecurity Maturity Model Certification (CMMC), relevant supporting 
materials, and applicable legal and regulatory requirements to protect Federal Contract Information (FCI) and Controlled 
Unclassified Information (CUI). The CCP exam will also assess the candidate's understanding of the CMMC ecosystem. A 
passing score on the CCP exam is a prerequisite to Certified CMMC Assessor, and Certified CMMC Instructor certifications. 
Model documents and supporting reference material will be provided to students during the CCP exam. 

The Department of Defense (DoD) is the authoritative source for CMMC documentation.
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College degree in a cyber or information technical field or 2+ years of related experience or education, or 2+ years of 
equivalent experience (including military) in a cyber, information technology, or assessment field.

Suggested CompTIA A+ or equivalent knowledge/experience.

Complete Certified CMMC Professional Class offered by a Licensed Training Provider (LTP).

Pass DoD CUI Awareness Training no earlier than three months prior to the exam.

Certified CMMC Professional (CCP)

Summary 

Authoritative Source

Intended Audience

Prerequisites

AgendaC C P
Certified CMMC Professional 

https://www.acq.osd.mil/cmmc/ 
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C C P
Certified CMMC Professional 

Agenda

Domain# Exam Weight Schedule

1 Data Sources and
Governance Domain 1 & 2

Monday, Day 12 CMMC Ecosystem

3 Ethics

4 CMMC Reference
Documents

5 CMMC Source Documents

6 Model Construct and
Implementation Guidance

7 CMMC Assessment Process

8 Scoping

9 CMMC 2.0
10 Practice Exam & Review

Domain 3, 4 & 5
Tuesday, Day 2

Domain 6 & 7
Wednesday, Day 3

Domain 8
Thursday, Day 4

Friday, Day 5

15%

15%

25%

5%

5%

5%

15%

15%

https://academy.ecfirst.com

1 2

34

Number of 
Questions:

TBD

Types of 
Questions: 

Multipl Choice

Passing
Score: 

TBD

Length:
TBD

Domain Exam Weight CCP Exam Specifications



Day 1 | Monday 

Introduction

Domain 1: Data Sources and Governance 

8:30 am to 4:00 pm CST | Lunch Duration: 30 Mins.

Day 2 | Tuesday

Summarize background information on the protection of FCI and CUI in non-federal unclassified networks and information systems.Task 1

Define, contrast, identify, and determine roles/responsibilities/authority for FCI and CUI.  Task 2

Determine and identify the contents of the provided documents by checking markings, diagrams, drawings, and labels.Task 3

Manage and classify data sources by type (logical/physical) to determine their markings for proper storage.Task 4

Protect and secure the transmission of data egress and ingress of the network to keep and view records with authorized personnel.Task 5

Search and identify the provided unclassified documents by discerning the location of the labels to ensure it meets the necessarily required 
markings. 

Task 6

Apply security settings to folders, files, and directories by giving proper roles to prevent unauthorized individuals.Task 7

Isolate and segment the network by data classifications with similar information systems using role-based access to force grant access to 
those who need it.

Task 8

Control and handle documents, personnel files, and forms digitally/physically to lock server/metal cabinets with proper access authorization.Task 9

Protect the reports, forms, and documents by encryption at rests/in transits for authorized employees.Task 10

Limit any forms and/or documents with proper security roles using technical/non-technical mechanisms to ensure information flowing within 
the network are controlled and monitored.

Task 11

Follow the lifecycle of records administration in accordance with policies and procedures to ensure the papers and/or documents in digital/-
physical forms are disposed of properly.

Task 12

Follow and review the procedures of CUI destruction of records.Task 13

Identify, describe, and compare roles, responsibilities, and requirements of authorities across the CMMC Ecosystem.Task 1

Identify, describe, and compare roles, responsibilities, and requirements of organizations across the CMMC Ecosystem.Task 2

Identify, describe, and compare roles, responsibilities, and requirements of individuals across the CMMC Ecosystem.Task 3

Domain 2: CMMC Ecosystem 

Identify and mitigate ethical concerns based on the Guiding Principles and Practices of the CMMC-AB Code of Professional Conduct (CoPC) 
and ISO/IEC and DoD requirements.

Task 1

Domain 3: Ethics 

Domain 4: CMMC Reference Documents 
Identify the primary reference documentation.  Task 1

Reference Federal Acquisition Regulations to affirm the legal authority for CUI / FCI safeguarding and CMMC requirements, and procedures.  Task 2

Reference NIST documentation to refine CMMC assessment methodology, security practices, assessment objectives, and objective evidence 
characteristics.  

Task 3

Reference CUI documentation to identify CUI / FCI, which enables scoping of the CMMC assessment boundaries.  Task 4

Reference CERT Documentation to inform their understanding of CMMC Maturity Level security practices, assessment objectives, and 
objective evidence characteristics.

Task 5
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C C P

8:30 am to 4:00 pm CST | Lunch Duration: 30 Mins.

Certified CMMC Professional 

Content Presentation | Domain Review | Quiz

Content Presentation | Domain Review | Quiz

Agenda



Practice Exam Review

Re magining Cyber Defense

Day 5 | Friday
8:30 am to 11:30 am CST

CMMC High-Level Scoping.  Task 1

Domain 8: Scoping 

Understand the CCP Implementer role when supporting the CMMC Assessment Process during Phase 1 – Plan and Prepare assessment.Task 1

Understand the CCP role when supporting OSC’s CMMC Assessment (Phase 2 – Conduct Assessment).Task 2

Understand the CCP implementation role in supporting the preparation of report recommendations (Phase 3 – Report Recommended 
Assessment Results). 

Task 3

Understand the CCP implementation role in the remediation process of outstanding assessment issues (Phase 4 – Remediation of 
Outstanding Assessment Issues). 

Task 4

Domain 7: CMMC Assessment 

Utilize the CMMC Assessment Guides In preparation for conducting a CMMC assessment.Task 5

Prepare the assessment artifact baseline for the prescribed CMMC Maturity Level.Task 6
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Navigate and reference the CMMC Source Documents.Task 1

Navigate and reference the CMMC supplementary documents.Task 2

Domain 5: CMMC Source Documents 

Day 2 | Tuesday
8:30 am to 4:00 pm CST | Lunch Duration: 30 Mins.

Day 4 | Thursday
8:30 am to 4:00 pm CST | Lunch Duration: 30 Mins.

C C P
Certified CMMC Professional 

Given a scenario, apply CMMC Source Documents as an aid to implement or review practices and processes.Task 1

Domain 6: CMMC Model Construct and Implementation Guidance 

Day 3 | Wednesday
8:30 am to 4:00 pm CST | Lunch Duration: 30 Mins.

Agenda

CMMC 2.0 https://www.acq.osd.mil/cmmc/documentation.html

CMMC 2.0 Model Overview

CMMC 2.0 Level 2 Scoping Guidance CMMC 2.0 Level 2 Assessment Guide

CMMC 2.0 Mapping CMMC Artifact Hashing Tool User Guide

CMMC 2.0 Level 1 Scoping Guidance CMMC 2.0 Level 1 Self-Assessment Guide

CMMC 2.0 Glossary and Acronyms

Content Presentation | Domain Review | Quiz

Content Presentation | Domain Review | Quiz

Content Presentation | Domain Review | Quiz


